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that ensures protection of any sen-
sitive, proprietary, or national security 
information. 

(b) Magnetic recording media pre-
viously used for electronic records con-
taining sensitive, proprietary, or na-
tional security information are not re-
used if the previously recorded infor-
mation can be compromised by reuse in 
any way. 

(c) Agencies shall establish and im-
plement procedures that specifically 
address the destruction of electronic 
records generated by individuals em-
ploying electronic mail. 

[55 FR 19218, May 8, 1990. Redesignated and 
amended at 60 FR 44641, 44642, Aug. 28, 1995]
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Subpart A—General
§ 1236.10 Purpose. 

This part prescribes policies and pro-
cedures for establishing a program for 
the identification and protection of 
vital records, those records needed by 
agencies for continuity of operations 
before, during, and after emergencies, 
and those records needed to protect the 
legal and financial rights of the Gov-
ernment and persons affected by Gov-
ernment activities. The records may be 
maintained on a variety of media in-
cluding paper, magnetic tape or disk, 
photographic film, and microfilm. The 
management of vital records is part of 
an agency’s continuity of operations 

plan designed to meet emergency man-
agement responsibilities.

§ 1236.12 Authority. 

Heads of agencies are responsible for 
the vital records program under the 
following authorities: 

(a) To make and preserve records 
containing adequate and proper docu-
mentation of the agency’s organiza-
tion, functions, policies, procedures, 
decisions, and essential transactions, 
and to furnish information to protect 
the legal and financial rights of the 
Government and of persons directly af-
fected by the agency’s activities (44 
U.S.C. 3101). 

(b) To perform national security 
emergency preparedness functions and 
activities (Executive Order 12656).

§ 1236.14 Definitions. 

Basic records management terms are 
defined in 36 CFR 1220.14. As used in 
part 1236: 

Contingency planning means insti-
tuting policies and procedures to miti-
gate the effects of potential emer-
gencies or disasters on an agency’s op-
erations and records. Contingency 
planning is part of the continuity of 
operations planning required under 
Federal Preparedness Circulars and 
other guidance issued by the Federal 
Emergency Management Agency 
(FEMA) and Executive Order 12656. 

Cycle means the periodic removal of 
obsolete copies of vital records and 
their replacement with copies of cur-
rent vital records. This may occur 
daily, weekly, quarterly, annually or 
at other designated intervals. 

Disaster means an unexpected occur-
rence inflicting widespread destruction 
and distress and having long-term ad-
verse effects on agency operations. 
Each agency defines what a long-term 
adverse effect is in relation to its most 
critical program activities. 

Emergency means a situation or an 
occurrence of a serious nature, devel-
oping suddenly and unexpectedly, and 
demanding immediate action. This is 
generally of short duration, for exam-
ple, an interruption of normal agency 
operations for a week or less. It may 
involve electrical failure or minor 
flooding caused by broken pipes. 
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Emergency operating records are that 
type of vital records essential to the 
continued functioning or reconstitu-
tion of an organization during and 
after an emergency. Included are emer-
gency plans and directive(s), orders of 
succession, delegations of authority, 
staffing assignments, selected program 
records needed to continue the most 
critical agency operations, as well as 
related policy or procedural records 
that assist agency staff in conducting 
operations under emergency conditions 
and for resuming normal operations 
after an emergency. 

Legal and financial rights records are 
that type of vital records essential to 
protect the legal and financial rights of 
the Government and of the individuals 
directly affected by its activities. Ex-
amples include accounts receivable 
records, social security records, payroll 
records, retirement records, and insur-
ance records. These records were for-
merly defined as ‘‘rights-and-interests’’ 
records. 

National security emergency means any 
occurrence, including natural disaster, 
military attack, technological emer-
gency, or other emergency, that seri-
ously degrades or threatens the na-
tional security of the United States, as 
defined in Executive Order 12656. 

Off-site storage means a facility other 
than an agency’s normal place of busi-
ness where vital records are stored for 
protection. This is to ensure that the 
vital records are not subject to damage 
or destruction from an emergency or 
disaster affecting an agency’s normal 
place of business. 

Vital records mean essential agency 
records that are needed to meet oper-
ational responsibilities under national 
security emergencies or other emer-
gency or disaster conditions (emer-
gency operating records) or to protect 
the legal and financial rights of the 
Government and those affected by Gov-
ernment activities (legal and financial 
rights records). 

Vital records program means the poli-
cies, plans, and procedures developed 
and implemented and the resources 
needed to identify, use, and protect the 
essential records needed to meet oper-
ational responsibilities under national 
security emergencies or other emer-
gency or disaster conditions or to pro-

tect the Government’s rights or those 
of its citizens. This is a program ele-
ment of an agency’s emergency man-
agement function.

Subpart B—Vital Records

§ 1236.20 Vital records program objec-
tives. 

The vital records program is con-
ducted to identify and protect those 
records that specify how an agency will 
operate in case of emergency or dis-
aster, those records vital to the contin-
ued operations of the agency during 
and after an emergency or disaster, and 
records needed to protect the legal and 
financial rights of the Government and 
of the persons affected by its actions. 
An agency identifies vital records in 
the course of contingency planning ac-
tivities carried out in the context of 
the emergency management function. 
In carrying out the vital records pro-
gram agencies shall: 

(a) Specify agency staff responsibil-
ities; 

(b) Ensure that all concerned staff 
are appropriately informed about vital 
records; 

(c) Ensure that the designation of 
vital records is current and complete; 
and 

(d) Ensure that vital records and cop-
ies of vital records are adequately pro-
tected, accessible, and immediately us-
able.

§ 1236.22 Identification of vital 
records. 

Vital records include emergency 
plans and related records that specify 
how an agency is to respond to an 
emergency as well as those records 
that would be needed to continue oper-
ations and protect legal and financial 
rights. Agencies should consider the in-
formational content of records series 
and electronic records systems when 
identifying vital records. Only the 
most recent and complete source of the 
vital information needs to be treated 
as vital records.

§ 1236.24 Use of vital records and cop-
ies of vital records. 

Agencies shall ensure that retrieval 
procedures for vital records require 
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only routine effort to locate needed in-
formation, especially since individuals 
unfamiliar with the records may need 
to use them during an emergency or 
disaster. Agencies also shall ensure 
that all equipment needed to read vital 
records or copies of vital records will 
be available in case of emergency or 
disaster. For electronic records sys-
tems, agencies also shall ensure that 
system documentation adequate to op-
erate the system and access the records 
will be available in case of emergency 
or disaster.

§ 1236.26 Protection of vital records. 
Agencies shall take appropriate 

measures to ensure the survival of the 
vital records or copies of vital records 
in case of emergency or disaster. In the 
case of electronic records, this require-
ment is met if the information needed 
in the event of emergency or disaster is 
available in a copy made for general se-
curity purposes, even when the copy 
contains other information. 

(a) Duplication. Computer backup 
tapes created in the normal course of 
system maintenance or other elec-
tronic copies that may be routinely 
created in the normal course of busi-
ness may be used as the vital record 
copy. For hard copy records, agencies 
may choose to make microform copies. 
Standards for the creation, preserva-
tion and use of microforms are found in 
36 CFR part 1230, Micrographic Records 
Management. The Clinger-Cohen Act 
(40 U.S.C. 1401, Pub. L. 104–106, et seq., 
as amended by Pub. L. 104–208), OMB 
Circular A–130, and 36 CFR part 1234, 
Electronic Records Management, and 
41 CFR part 201, subchapter B, Manage-
ment and Use of Information and 
Records, specify protective measures 
and standards for electronic records. 

(b) Storage. When agencies choose du-
plication as a protection method, the 
copy of the vital record stored off-site 
is normally a duplicate of the original 
record. Designating and using dupli-
cate copies of original records as vital 
records facilitates destruction or dele-
tion of obsolete duplicates when re-
placed by updated copies, whereas 
original vital records must be retained 
for the period specified in the agency 
records disposition schedule. The agen-
cy may store the original records off-

site if protection of original signatures 
is necessary, or if it does not need to 
keep the original record at its normal 
place of business. 

(c) Storage considerations. Agencies 
need to consider several factors when 
deciding where to store copies of vital 
records. Copies of emergency operating 
vital records need to be accessible in a 
very short period of time for use in the 
event of an emergency or disaster. Cop-
ies of legal and financial rights records 
may not be needed as quickly. In decid-
ing where to store vital records copies, 
agencies shall treat records that have 
the properties of both categories, that 
is, emergency operating and legal and 
financial rights records, as emergency 
operating records. 

(1) Under certain circumstances, Fed-
eral records centers (FRC’s) may store 
copies of emergency operating vital 
records. FRC’s will store small volumes 
of such records, but may not be able to 
provide storage for large collections or 
ones requiring constant recycling of 
the vital records, except under reim-
bursable agreement. Prior to preparing 
the records for shipment, the agency 
must contact the FRC to determine if 
the center can accommodate the stor-
age requirements and return copies in 
an acceptable period of time. 

(2) The off-site copy of legal and fi-
nancial rights vital records may be 
stored at an off-site agency location or, 
in accordance with § 1228.162 of this 
chapter, at an FRC. 

(3) When using an FRC for storing 
vital records that are duplicate copies 
of original records, the agency must 
specify on the SF 135, Records Trans-
mittal and Receipt, that they are vital 
records (duplicate copies) and the me-
dium on which they are maintained. 
The agency shall also periodically 
cycle (update) them by removing obso-
lete items and replacing them with the 
most recent version, when necessary. 

(4) Agencies that transfer permanent, 
original vital records maintained on 
electronic or microform media to the 
custody of the National Archives may 
designate such records as their off-site 
copy. That designation may remain in 
effect until the information in such 
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transferred records is superseded or be-
comes obsolete. 

[60 FR 29990, June 7, 1995, as amended at 66 
FR 27028, May 16, 2001]

§ 1236.28 Disposition of original vital 
records. 

The disposition of original vital 
records is governed by records sched-
ules approved by NARA (see part 1228, 
Disposition of Federal Records). Origi-
nal records that are not scheduled may 
not be destroyed or deleted.

PART 1238—PROGRAM 
ASSISTANCE

Sec.
1238.1 Scope of part. 
1238.2 Requests for assistance.

AUTHORITY: 44 U.S.C. 2904 and 3101.

§ 1238.1 Scope of part. 
The National Archives and Records 

Administration publishes handbooks, 

conducts workshops and other training 
sessions, and furnishes information and 
guidance to Federal agencies about the 
creation of records, their maintenance 
and use, and their disposition. 

[50 FR 26940, June 28, 1985]

§ 1238.2 Requests for assistance. 

Agencies desiring information or as-
sistance related to any of the areas 
covered by subchapter B should con-
tact the NARA Life Cycle Management 
Division (NWML), 8601 Adelphi Rd., 
College Park, MD 20740–6001. Agency 
field organizations may contact the ap-
propriate Regional Administrator re-
garding records in or scheduled for 
transfer to the records center and/or 
the archival operations within the re-
gion. 

[57 FR 19807, May 8, 1992, as amended at 63 
FR 35830, July 1, 1998]
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